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Efficiency, Scale and Adaptability:
You Can Have It All

To be successful, global businesses
must continually transform and adapt to
changing economic conditions and
consumer expectations. Withineach
organization, both the business and
technology communities share the
responsibility of deliveringinnovative
products and services that their
customers, employees, and regulators
expectinnearrealtime. Apache Kafka
is the key architectural component
forawide range of streaming data
initiatives that enable enterprises to
deliver onthoseresponsibilities.

3 The Keys to Building a Complete Kafka Framework

Forlarge-scale deployments of hundreds to
thousands of Kafka brokers, including a messaging
solutioninthe streaming architectureisn’t sufficient
due to the datamanagement challenges that arise
atevery stage, fromdataingestionand preparation
toreal-time processing for predictive insights. Flow
management, along with stream processing and
analytics, are two additional components that must
accompany streammessaging capabilities toimplement
acomplete end-to-end streamingarchitecture.

While different vendorsin the market claim to support
Kafka, Cloudera stands out distinctively withits holistic
and comprehensive offering. Cloudera’s commitment
to the open source community andits penchant for
listening to the voice of the customer helpsit deliver
advancedinnovationsin the Kafka ecosystem of
components. Also, as a trailblazerinthe True Hybrid
Platform market, Clouderahas been supportingand
extending the Kafka ecosystem ssince the technology’s
inception. Cloudera packages Kafka forourcustomers
and delivers a fully hybrid experience as part of its
platform. Kafka canbe deployed onpremisesorinthe
cloudwith norefactoring required. Customers who do
not need aplatformand have theirownKubernetes
environments can deploy Kafkaindependently from
Clouderaas Kubernetes operators thatinstalland
manage the software lifecycle on their behalf.

This paper describes how all three data-in-motion
components are unified through acommon data
experience across on premises, hybrid, multi-cloud,
and containerized kubernetes environments. Cloudera
leverages best-in-class, open-source-based engineer-
ing to deliverthe best Kafka ecosystem today that
ensures a sustainable, scalable, and adaptable end-to-
end streamingarchitecture.
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The Three Components of a Unified
End-to-End Streaming Architecture

e Flow managementrefersto the collection,
distribution, and transformation of data
across multiple points of producers and
consumers.

e Streams messagingis the provisioningand
distribution of messagesbetween producers
and consumers.

e Stream processing and analyticsis the
generation of real-time analytical insights
fromthe data streaming between producers
and consumers.

Cloudera’s Data-in-Motion philosophyisa
comprehensive, edge- to-cloud, real-time
streaming suite of capabilities that collects,
curates, and analyzes data so customers gain
keyinsights forimmediate actionable intelli-
gence. ltmeets the challenges customers face
implementing datainmotion, such asreal-time
stream processing, streaming analytics, data
provenance, and dataingestionfromInternet
of Things (IoT) devices and other sources.

Cloudera’s approachto datainmotion
integrates all three components:

e Datacapture andflow management at
theedge

e Provisioning thatdatadirectly to orfrom
your Kafkamessaging backbone

e Streamprocessingandanalytics

Read our solution brief, “Data-In-Motion
Philosophy: ABlueprint for Enterprise-wide

Streaming Data Architecture” tounderstand

how it allcomes together.
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It Takes a Complete
Streaming Platform

Business and technology teams seek to improve the
flexibility, speed, efficiency, accuracy, and security of
capturing, provisioning, distributing, and analyzing data
thatis streaming across theirenterprise and with external
parties. Thus, many organizations have pivoted from
large monolithic database platforms to event-driven
streaming architectures and microservices designs.

Apache Kafkahas emerged as the central backbone of
event-based architectures becauseit addressesthe
fundamental challenges of scalability andis highly
optimized forboth ad-hoc and sustained exchange
of messages. However, Kafka doesn’t address the
challenges of how the dataisingested from multiple
sources, orhow real-time data streams are processed
and analyzed with extremely low latency to produce
automatedresponses and actionableinsights for key
decisionmakers.

Clouderaintegrates Kafka along with Apache NiFiand
Apache Flink to deliver complete data-in-motion
capabilities within Cloudera, theindustry’s only hybrid
dataplatformthat addresses the full datalifecycle.

The diagraminFigure lillustrates how Cloudera data
inmotion supports the entire streaming journey from
data capture and flow management at the edge (1) to
provisioning that data directly to or fromyour Kafka
messaging backbone (2) and/or stream processing
and analytics (3). Itis tightly integrated with Cloudera
Shared Data Experience (SDX),acommon set of
services that provide unified security, governance,
lineage, and control (4) across data centersand
multiple cloud environments (5).

Inshort, Cloudera datainmotion provides the flow
management and stream processing capabilities that
ITteams need while enabling the data engineering
and platform teams to deploy, manage, monitor, and
replicate Kafka clusters with fullend-to-end visibility.
Clouderaenables safe and consistent deployments
and migrations of such streaming capabilities across
hybrid, private, and multi-cloud environments.

This paperdescribes how Cloudera provides the best
Kafka ecosystem of componentsintheindustry today.
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The Complete Kafka Offering

As described earlier, Kafka is the key architectural
component forawiderange of streaming data
initiatives that enable enterprises to keep up with
customerdemand, provide betterservices, proactively
managerisk, and more. Although there may be an
assortment of streaming data approaches within

the same organization, Kafkais the enterprise-wide
commondenominatorbecauseit provides:

e Highthroughputandlow latency — Kafka supports
millions of messages persecond, with latencies as
low as a few milliseconds.

® Scalability — Datateams canexpand clusters
elastically and transparently with no downtime.

e Durability andreliability — Messages are persisted
ondisk andreplicated across clusters to prevent
dataloss.

o Faulttolerance — The platformisimmune to
machine failure inthe Kafka cluster.

e Highconcurrency — Kafkacanmanage thousands of
clientswriting to and reading fromit simultaneously.

Cloudera supports hundreds of customers deploying
Kafka, processing billions of messages persecond.

Cloudera provides the most comprehensive data-in-

motion capabilities, with all of the necessary ecosystem
components, and some productivity-boostinginnova-
tionsforacomplete Kafkaimplementation.

Cloudera provides simple deployment and robust
troubleshooting and monitoring of Kafka, as well as
shared compliance-ready security, governance,
lineage, and controlinone simple applicationacross
multiple on premises, hybrid, private, public, or multi-
cloud environments.
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Embeddedinthatecosystemis a unified set of
tooling to connect data sources, manage and
reuse schemas, optimize clusters, and enable high
availability and disasterrecoveryreplicationuse
cases. The following sections cover some of the key
Kafka ecosystem components.

Kafka Streams

Kafka Streamsis the built-in stream processinglibrary
of the Apache Kafka project. It provides real-time
stream processing and analytics with high throughput
andverylow latency. Itis agoodfitforteamswho are
developing solely within a Kafka-to-Kafka pipeline,
teamswho don’'t need orwant another cluster for
stream processing and analyticsinthe future, and
operational andresilience requirements are simple
orhandled elsewhere.

Kafka Streams enables common stream processing
functions like filtering, joins, aggregations, and
enrichments directly on the data stream. Good use
casesinclude building lightweight microservices,
performing straightforward Extract, Transform &
Load(ETL)jobs, and simple stream analytics apps.
Formore sophisticated use cases, consider Apache
Flink (see Data-in-Motion Philosophy on page 12).

Because Kafka Streamsis anintegral part of Cloudera’s
Kafka ecosystem, customers have the additional
capability to build microservices apps that address
complexsecurity, governance, and audit requirements
(see Security and Governance Are First-Class
Citizensonpage9).

Kafka Connect

Kafkaalsoincludes a connectivity framework called
Kafka Connect(KConnect). Itis agoodfit forsimple
use cases, butitisnotideal foruse cases thatrequire
complexlogic forerrorhandling, filtering, or transfor-
mation of data. The complexity of managing network
plug-ins andlack of support forschema evolution
make Kafka Connectless effective than Apache NiFifor
many use cases thatrequire more fine-grained control
of data. Apache NiFiis anincredibly versatile and
efficient data movement tool with ano-code visual
userinterface and an extensive library of pre-built
processors to supportingress and egress to and
from Kafka.

Clouderaalso supports NiFistateless for KConnect.
NiFi Statelessis aruntime option forwhere flows built
in NiFicanbe executedinthe KConnect framework.

Any security and governance restrictions and complex-
ities of astandalone Kafka Connect are mitigated
whenitisimplemented as a part of Cloudera (see
Shared Data Experience on page 9).
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Kafka Cruise Control

Kafka Cruise Control enables managementandload
balancing forlarge Kafkainstallations. Itis the solution
forplatform teams that need premium management
servicesthataddress hard problems such asfrequent
hardware orvirtual machine failures, cluster expansion
andreduction, andload skew among brokers. It solves
these challenges by balancing clustersintelligently and
withautomated anomaly detectionand remediation.

While it automatically balances partitions based on
user-defined goals, Kafka Cruise Control also detects
and actively addresses anomalies. Forexample, if
thereis abrokerfailure, Kafka Cruise Control will fixthe
clusterbyremoving the failed brokers. Inthe case of a
disk failure, all of the offline replicas willbe moved to
healthy brokers.

Schema Registry
SchemaRegistryisanimportant component of the
ClouderaKafkaecosystembecauseitenablesteams
to safely mitigate interruptions that occurdue to
schemamismatches. [t manages, shares, and supports
the evolution of all producerand consumer schemas
across the Kafkalandscape. Users canalso avoid
having to attach a schemato every piece of data.

As part of Cloudera’s streams messaging capabilities,
Schema Registry provides a sharedrepository of
schemas that enables applications to flexibly interact
with each otheracross the Kafkalandscape by using
the same schemas fromendto end. This capabilityis
particularly useful formanaging data flows with
schema-basedrouting. An example of thiswould be
parsing a syslog eventto extract the event type, and
thenroutingit to adownstream Kafka topic based on
thattype.

The screenshotinFigure 2, below shows how you
would use the Schema Registry Ul to create schema
groups and schema metadata, and how to add
schemaversions.

Figure 2
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Stream Processing and Analytics:
Choose the Right Tool For the Job

Companies deploying real-time streaming
applications encounter many challenges and
there are severalways to address them.

The best stream processing and analytics
engine dependsonthe use casesandteam
makeup as well as various technological,
operational, and organizational factors.

Tounderstandthe best fit for purpose across
the stream processing and analytics engines,
including Kafka Streams, Spark Structured
Streaming, and Flink, read the whitepaper,
“Choose the Right Stream Processing Engine
forYourDataNeeds.”

Cloudera’s Expertise Guarantees
Your Success

With more experience across more production
customers formore use cases, Cloudera
Professional Services and Training (PS&T) is
the leaderin Kafka end-to-endservices and
support. Forexample:

e ClouderaPS&Thelpedone of thelargest
truck manufacturersin North America
build avehicle telematics pipeline using a
streaming platform built with Kafka. Sensors
continuously send data fromover150,000
trucksinNorth Americaevery 2 minutes. The
manufacturer processes datainrealtime and
provides vehicle details, including speed and
idling, fueluse, low tire pressure, and more.

e Oneofthelargestenergy companiesin
the world engaged Cloudera PS&T to build
amission-critical commodity trading
platformusingKafka. Combinedwith other
complementary Clouderatechnologies,
this platform processes extremely high
throughput and low latency messages
to generate traderalerts based on pro-
prietary machine learning algorithms on
streaming data.

Cloudera PS&Tis considered a trusted advisor
by customers around the globe and across a
range of industries.
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Streams Messaging Manager

Perhapsthe most critical component of the Cloudera
Kafka ecosystemis Cloudera Streams Messaging
Manager, a single monitoring and management dash-
boardthat provides end-to-endvisibility into how data
moves across Kafka clusters between producers,
brokers, topics, and consumers. Itis acomplete Kafka
toolset that addresses the unique needs of DevOps,
application development, platform operations, gover-
nance, and security teams.

As anexample, theimageinFigure 3 (below) shows
interactive visualizations that enable visibility into how
dataflows across Kafka clusters.

Figure 3

An example of why Streams Messaging Manageris
important to the Cloudera Kafka ecosystemis that
you’re able to optimize Kafka environments based
onkey performanceinsights gathered fromvarious
brokers and topics. Throughtightintegration with the
SchemaRegistry service (see page 6) datafromtopics
canbe automatically deserialized wheninspecting
them through Streams Messaging Manager.

Streams Messaging Manageris adifferentiatinginnova-
tionthat enables Kafka customers to gaincomplete
visibility into their Kafka clusters. Read more about this
inthe whitepapertitled, “Manage, Monitorand Replicate

+1000

Successfulcustomerengagements

+300

Professional services consultants and
architects globally

+150

Kafka experts

Apache Kafka Across the Enterprise and Cloud.”
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Streams Replication Manager
While Clouderais focused on delivering key manage- Get More out of Streams
ment and monitoring capabilities for IT users, we are Replication Manager

also deliberate about ensuring business continuity and

high availability for streaming architectures. Replicationis often associated with disaster

recovery and high availability use cases.

Streams Replication Manageris an enterprise-grade However, Streams Replication Manager
replicationsolutionthat enables fault-tolerant, scalable, enables additional business-critical use
androbust cross-cluster Kafka topic replicationfor cases, some of which are described below.

several business-critical replicationuse cases such as
high availability, disasterrecovery, cloud migrations,
geographic proximity, and others (see left sidebar
Get More out of Streams Replication Manager).

e Aggregationforanalytics: Aggregate data
from multiple streaming pipelines and
across multiple data centerstorunbatch
analyticsjobs that provide a holistic view

Streams Replication Manageris built ontheinnovations of datafrom across the enterprise.

that Cloudera brought to MirrorMaker, the original Kafka

open-source messagingreplicationtool. Cloudera

addressed some of the severe shortcomings of the
original by unveiling MirrorMaker 2, which infuses the
concepts of clusters, global configuration, and global
management APIs.

e Datadeployment afteranalytics: Thisis
the opposite of the aggregationuse case
inwhich the data generated by the analytics
applicationinone clusteris broadcastto
multiple clusters across data centers for
end-userconsumption.

_ _ e |solation: Due to performance orsecurity
| s requirements, datamust often be repli-
= e LT LTI cated between different environments
toisolate access. Inmany deployments,
theingestion clusterisisolated fromthe

= consumption clusters.

e Geographic proximity: Replication
moves data closerto the accesslocation
in geographically-distributed access
patterns thatrequire low latency.

SQL Stream Builder

Cloudera SQL Stream Builderenables developers,
data analysts, and data scientists to write streaming
applicationsusingjust SQL. It provides aninteractive
experience, so the development processis quick,
easy, and productive. It offers syntaxchecking, error

e Cloud migration: As more enterprises
manage on premises and cloud
environments, they can use Kafka
replicationto migrate datato the public
or private cloud and back.

reporting, schema detection, query creation, sampling e Legaland compliance: Muchlike the
results, and creating outputs withits powerfulinterface isolation use case, companies with legal
and APls. and compliance requirements canuse

policy-drivenreplication to limit what data

SQL Stream Builder continuously runs SQL via Apache is accessibleina cluster.

Flink. Developers don’t need tounderstand the Java

and Scalaprogramming languages or the Flink API. Formore aboutinnovationinreplication, read
The SQLjobinherits and leverages the robust nature of the white paper, “Manage, Monitorand
ApacheFlink.ltcanberestarted andretainits state, andit Replicate Apache Kafka Across the Enterprise.”

has massive scalability and arobust run-time framework.

Learnmore about SQL Stream Builder.
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Security and Governance are
First-Class Citizens

The previous pages described the strong capabilities
of each key component that makes up the Kafka
ecosystemwithinthe Cloudera framework. Below,
we describe why and how security and governance
are first-class citizensin our platform.

Cloudera Shared Data Experience (SDX)
Cloudera SDXis akey differentiatorfrom otherplatform
providers. It enables the seamlessintegration of all
parts of the Kafka ecosystem and safe, efficient, and
consistent experience of deployments and migrations
across all data environments: on premises, hybrid,
private, or multi-cloud (see Figure 5 below).

With Cloudera SDX, data security, control policies,
governance, andlineage are set once and automati-
callyenforced on every dataplatformand acrossall
components of the streaming architecture. Below,
we briefly describe some of the key components of
Cloudera SDX.

Figure 6
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Apache Ranger provides asingle pane of glass for
enterprise-wide security with centralized, granular, and
consistentaccess control. [t addresses the four main
pillars of security that are needed to support sensitive
andregulated datause cases:identity, access, data
protection, and visibility.

Asample of capabilitiesincludes data encryption,
dynamic row filtering, dynamic columnmasking,
attribute-based andfine-grained access control, and
the ability to enforce logical and physical separation of
administrative duties across allinfrastructures.
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Delivering lot-Enabled Predictive
Maintenance, Vehicle Diagnostics and
Management, and Route Optimization
to Fleet and Truck Owners

Navistaris aleading manufacturer of commer-
cialtrucks, buses, defense vehicles, and
engines, widely known forits International®
Truckand IC Bus® brands.

To help fleet and vehicle owners move from
areactive approachto amore proactive,
predictive maintenance model, Navistar
neededto analyze awiderrange of datain
real-time, including vehicle sensor data.
However, its traditional data warehouses
couldn’t support the growing volume of
fast-moving, high-volume telematics data.
|“As we collected more data, the analytic
process slowed to anearhaltonourlegacy
systems,” said Ashish Bayas, Chief Technology
Officer, for Navistar.

By choosing Cloudera, Navistar:

e BuiltanloT-enabledremote diagnostics
platform, called OnCommand® Connec-
tion, on Clouderawith Cloudera SDX

® Reducedmaintenance costs by more
than 30%

e Minimized downtime via early detection
withOnCommand® Connection

e EnabledNavistartoensure schoolbuses
runsafelyand ontime

Read the complete customer success story,
“Navistar: reducing maintenance costs more
than 30 percent forconnected vehicles.”
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Inanother example of seamlessintegrationacross
Cloudera, gateway-based Single-Sign On (SSO)
accessis providedthrough Apache Knoxwhile Apache
Atlas enables fullend-to-end data classificationand
auditinginorderto performanalytics onregulated
dataandtoredact sensitive datawhenneeded.

Apache Knox

Apache Knoxis a gateway-based SSO solution that
simplifies security controls with seamless, secure user
accessto clusterdataandthe permissions needed
to execute jobs while maintaining compliance with
enterprise security policies. It provides asingle entry
point foralluserinterfaces across the Kafka ecosystem,
alleviating the need torememberwhichnode uses
which services, forexample. From a security adminis-
tration point of view, Knox reduces the number of ports
that need to be opened.

Knoxis one of the reasons why allteams across the
enterprise can safely and easily access theirapplica-
tionsregardless of the data environmentinwhichit
islocated.

Apache Atlas

Earlier, we described how Apache Atlas enhances
Rangersecurity and data protection functions with full
end-to-enddataclassification and audit capabilities.
However, Atlas’ enterprise-grade auditing, lineage,
and governance capabilities are critical across the
entire Kafka ecosystem. Forexample, Atlas provides
accesstothe metadataand metrics about every Kafka
topic and canproduce complete datalineage and audit
trails, even across multiple Kafka hops.

Figure7
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ClouderaEnables
Multi-Cloud Support

Enterprises struggle to take their streaming data to
the cloud because they often need to retain their
onpremises footprint forreasons like data sensitivity,
data gravity, or security. In this scenario, they need
to adopt a hybrid cloud architecture. Forenterprises
facing such challenges and withcomplexenvironments,
Clouderais anexcellent platformto embrace multi-
cloud and hybrid strategies.

With Cloudera, customers can extend the same holistic
enterprise-wide on premises streaming experience to
the cloud aswell. Forexample, customers can quickly
provision Kafka and Streams Messaging Managerin
apublic cloudinjustafew minutes and can continue
to take advantage of Cloudera’s unified data security,
governance, lineage, and control. Similarly, the other
components of Cloudera datainmotion, like Flow
Management and Stream Processing & Analytics, are
also available on Cloudera, giving customers complete
control of how they deploy their streaming architecture
across all environments.

Thismodelenables development teams toleverage
the same tools and platformacross multiple environ-
ments and avoid the struggle of managing data with
multiple tools. This also enables DevOps teams to easily
spinup clusters of the streaming component of choice
based onthe specific use case they are handling.
Additionally, Cloudera SDX offers a seamless security
and governance experience across allcomponents and
environments Security and governance professionals
canalso feel confidentin how datais managed and
protected across theirentire data estate.
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The Complete Edge-to-Cloud
Streaming Data Platform Real Life Data-in-Motion
This paper has focused primarily onthe streams CLc?Iuderahd(.emonlstllr?tes Its dgta—m—monon
messaging aspects of the Kafka ecosystemandhow philosophyinreal-lite scenarios.
to secure, monitor, balance, andreplicate large-scale A global medical device manufacturer success-
Kafka environments across on premises, hybrid, fully modernized their messaging architecture
private, and public cloud environments. The data-in- to support a new line of implantable medical
motionreference architecture diagraminFigure 8 devices that generate more data more often and
below puts thisinto perspective. atahigherresolutionthan previous products.
As aresult of supporting customers through their data e Flow management: Due to the private nature
journeys, Clouderahaslearned thatitis notenough of medical data, the data flow was complex,
tohave the bestmessaging solution atthe heart of an requiring in-motion and at-rest encryption.
end-to-end streaming architecture. Asrepresented NiFi's no-code userinterface enabled
inthe diagram on page 10, flow managementand business users to drive thenitiative, reducing
stream processing and analytics, must be unified theirreliance on the technology team.
with streams messaging capabilities. These three
components, if properly integrated, will ensure a ® Streamsmessaging: Messagingvolume
sustainable, scalable, and adaptable end-to-end jumped from quarterly reporting of device
streaming architecture and are the basis of Cloudera’s status toreal-time health monitoring. Kafka
data-in-motion philosophy. enabled the business to scale that volume
across multiple on premises and cloud
environments.

e Stream processing and analytics: The
company had to transition frombatchto
real-time data processing. Flink handled
both processing models, and complex
event processingis plannedforthe near
future. The company only needs to adopt
andsupportone type of stream processing
andanalyticsengine.
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Data-in-Motion Philosophy

Cloudera’s philosophyis that best-in-class compute
engines arerequired to adequately address the unique
challenges of data flow management, streams
messaging, and stream processing and analytics.

Foradditionalinsightinto the below, read our solution
brief,“Data-In-Motion Philosophy: ABlueprint for

Enterprise-wide Streaming Data Architecture”.

As describedinthe table below, Clouderadelivers on
that vision by supporting best-in-class data streaming

compute engines while providing a high level of

abstractionsothatdatateamscanfocusonthetrue
businesslogic of building streaming data pipelines.

THETHREE TENETS OF A UNIFIED END-TO-END STREAMING ARCHITECTURE

Tenet

Flow management, broadly
speaking, referstothe
collection, distribution, and
transformation of data
across multiple points of
producers and consumers.

Streams messagingis the
provisioningand distribution
of messages between
producers and consumers.

Stream processing and
analyticsishowyougenerate
real-time analyticalinsights
from the data streaming
betweenproducers and
consumers.

Compute Engine

nifié

§€ kafka
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Why

Apache NiFiis areal-timeintegrated data
logistics and simple event processing platform.

Itisbest-in-classbecauseitinherently addresses
the threeimportantaspects of flow management:
extensible tooling, ease of use, and data
provenance.

Kafka has emerged as the single central
backbone of streaming architectures forlarge
organizations becauseitaddresses the
fundamental challenges of scalability andis
highly optimized forboth ad-hoc and sustained
exchange of messages.

ApacheFlinkis adistributed processing engine
and ascalable data analytics framework that
canprocess millions of data points orcomplex
eventsvery easily and deliver predictive insights
inreal-time.

Itisbest-in-class becauseit gives youloads of
technologicaland operational control to address
some of the more sophisticated analytic use cases.

Importance of Cloudera

Aswith the entire Kafka
ecosystem, Cloudera
provides aunified
platformto handle
the complexities of
connecting, managing,
andintegrating these
best-in-classengines
through ahighlevel of
abstraction.

Thismeans that your
teamscanfocuson

the true businesslogic
thatgoesinto building
anend-to-enddata
pipeline because
Clouderaseamlessly
renders thatlogic across
therespective engines.
This shieldstheuserfrom
thatcomplexity.
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Clouderais Superiorinthe
Kafka Space

Inthis paper, we described how Cloudera delivers
the best Kafka ecosystem by not only delivering the
streams messaging aspects of securing, monitoring,
balancing, andreplicating large-scale Kafka environ-
ments but also by incorporating best-in-class flow
management and stream processing and analytics
enginestoensure asustainable, scalable and adaptable
end-to-end streaming architecture.

The following summarizes the key reasons why Cloudera
delivers the beat Kafka ecosystem for enterprise
streaming workloads:

Commitment to the open source community —
Clouderais dedicated to the Kafka ecosystemand
continues to be activelyinvolved with the Kafka
open-source community through deep engineering
relationships with other Kafka committers. This
relationship hasled to criticalinnovations and
productimprovements, many of which have been
describedin this paper.

Respect for the voice of the customer — Clouderais
constantly listeningto andincorporating customer
feedbackinto the development and enhancements of
ourproducts. Streams Messaging Manager, whichwe
createddirectly as aresponse to customerfeedback
regarding visibility into their Kafka workloads, is a
prime example of this commitment.

Kafkainnovations — Kafkais one of the many open-
source projects Clouderais committedto across
the platform.However, it plays a crucial roleinour
streaming services, and therefore we have been
introducing groundbreakinginnovationsinthis area
forourcustomers. Otherthan Streams Messaging
Manager, Streams Replication Manageris another
example of best-in-class engineeringandinnovation.
This serviceisbased onMirrormaker 2, whichis a
much-neededinnovation that ourengineers delivered
forthe open-source community.

Security and governance are table stakes — Cloudera
SDXis atrue differentiator compared to other offerings.
Customers need a unified security and governance
layeracross all components and environments. SDX
enables customers tounderstand end-to-endlineage
of streaming data from the edge to the cloud across
ingestion, messaging, and stream processing
components, whichis critical forcompanies that

are struggling with compliance andregulations.

Multi-cloud and hybrid cloud support — Cloudera
provides a true hybrid architecture, and customers can
quickly provision streaming platform componentsin
private and public clouds while leveraging the unified
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data security, governance, lineage, and control across
allenvironments.

Global customer support — Cloudera supports
massive Kafka deployments for hundreds of
customers delivering near-real-time insights across
multiple industry verticals. Beyond software support,
Cloudera’s global team of professional services
andtraining staff make it easy for our customers to
implement true end-to-end streaming architectures.

One platform — Cloudera delivers a true edge-to-
cloud streaming data platform. Instead of adopting
Kafka as simply a point solution, Cloudera addresses
the datamanagement challenges of the enterprise
across all aspects of their data-in-motionjourney with
oneintegrated platform.

Learnmore about Kubernetes Operatorand
Cloudera Streaming

Learnmore about Cloudera

Learnmore about Cloudera Stream Processing

Positive Impact of a Complete
Streaming Platform

One of the world’s largest steel mining
businesses worked with Cloudera experts
to significantly increase steel production by
expanding theircurrent streams messaging
Kafka ecosystemwith MiNiFiedge manage-
ment, NiFi flow management, and a Cloudera
datalake forhigh capacity data storage.

The businessimpactincludes:

+6.5%

Increase in productivity

100K TONS

of new steel

0.7
SECONDS

fordatato go throughthe solution
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About Cloudera

Clouderais the only true hybrid platform for data,
analytics, and Al. With 100x more data under
management than other cloud-only vendors,
Clouderaempowers global enterprises to transform
data of alltypes, onany public or private cloud,
into valuable, trustedinsights. Ouropendata
lakehouse delivers scalable and secure data
management with portable cloud-native
analytics, enabling customers to bring GenAl
models to theirdata while maintaining privacy
andensuringresponsible, reliable Aldeployments.
The world’s largest brandsin financial services,
insurance, media, manufacturing, and government
rely on Clouderato be able to use theirdata
tosolve theimpossible — todayandinthe future.

Tolearnmore, visit Cloudera.com and follow
usonLinkedlnand X. Clouderaand associated
marks are trademarks orregistered trademarks
of Cloudera, Inc. All other company and
product names may be trademarks of their
respective owners.

C Lo U DE RA Cloudera, Inc. | 5470 Great America Pkwy, Santa Clara, CA95054 USA | cloudera.com

© 2025 Cloudera, Inc. Allrightsreserved. Clouderaandthe Clouderalogo are trademarks orregistered trademarks of Clouderalnc.inthe USA and other countries. All other
trademarks are the property of theirrespective companies. Informationis subject to change withoutnotice. WPO10_V2 January 9,2025


http://www.cloudera.com
http://www.cloudera.com
https://www.linkedin.com/company/cloudera/
https://x.com/cloudera

	Bookmark 1
	It Takes a Complete Streaming Platform
	Kafka Streams 
	Kafka Connect 
	Kafka Cruise Control 
	Schema Registry 
	Streams Messaging Manager
	Streams Replication Manager 
	SQL Stream Builder 

	Security and Governance are First-Class Citizens 
	Cloudera Shared Data Experience (SDX) 
	Apache Ranger 
	Apache Knox 
	Apache Atlas 

	Cloudera Enables Multi-Cloud Support 
	The Complete Edge-to-Cloud Streaming Data Platform 
	Data-in-Motion Philosophy 

	Cloudera is Superior in the Kafka Space 
	About Cloudera 



